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(57) ABSTRACT 

A method of anonymous targeted insertion of indicia into 
video broadcasts. Individual televisions or other video 
reception devices are associated with set -top boxes that 
monitor the usage and viewing habits of the television set or 
other video reception device. A viewer profile derived from 
data acquired from said monitoring is created wherein the 
viewer profile indicates certain characteristics about the 
viewer. This profile is transmitted to a centralized database, 
said centralized database being an intermediate link between 
the origin of the video broadcast and the end viewer. The 
purpose of the database is to link specific insertable indicia 
with matching specific viewer profiles. The insertable indi- 
cia are encoded directly into the broadcast video and 
re-broadcast to the end viewer where the set-top box 
decodes the broadcast video and performs insertion of the 
indicia. Thus, the system and method allow advertisers to 
target specific ads or indicia to specific viewing profiles. 
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13. A set-top device for sending and receiving data pertaining to television or 
video viewing in which a video signal having been transmitted by a video 
distribution mechanism is received by said device and modified prior to viewing by 
utilizing automatically selected video indicia or sequences which are stored 
locally on said set-top device, said device comprising: means local to the user for 
monitoring the usage of a television or video viewing device; means local a nd 
private to the use r for automatically creating a continuously updated viewe r 
profil e based upon the cumulative data acquired by said monitoring means, wherein 
said means for automatically creating a viewer profile further comprises analysis 
of the user's accesses to web-sites when browsing the World Wide Web or other 
computer network . 
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[57] ABSTRACT 

A method for monitoring client interaction with a resource 
downloaded from a server in a computer network includes 
the steps of using a client to specify an address of a resource 
located on a first server, downloading a file corresponding to 
the resource from the first server in response to specification 
of the address, using the client to specify an address of a first 
executable program located on a second server, the address 
of the first executable program being embedded in the file 
downloaded from the first server, the first executable pro- 
gram including a software timer for monitoring the amount 
of time the client spends interacting with and displaying the 
file downloaded from the first server, downloading the first 
executable program from the second server to run on the 
client so as to determine the amount of time the client 
interacts with the file downloaded from the first server, using 
a server to acquire client identifying indicia from the client, 
and uploading the amount of time determined by the first 
executable program to a third server. The first executable 
program may also monitor time, keyboard events, mouse 
events, and the like, in order to track choices and selections 
made by a user in the file, and may execute upon the 
occurrence of a predetermined event, as well as monitoring 
or determining the amount of information downloaded by 
the client. 

53 Claims, 7 Drawing Sheets 



SERVER 
A 



REQUEST HTML DOCUMENT 
(3601) 



REQUEST IMAGES 
(S502) 



RENDER IMAGES 
(SSOS) 



BEGIN START 
METHOD AND 
MAKE NOTE OF 
CURRENT TIME 
(SB08) 



MONITOR USER 
ACTION SUCH AS 
MOUSE CLICKS 
OR KEYBOARD 
ENTRY 
(S6D9) 



USER 
REQUESTS TO 
LEAVE PAGE 
(S610) 



REQUEST FOR 
RESOURCE USING 
THE <IMG> TAG 
($603) 



REQUEST FOR 
APPLET USING 
<APPIET> TAG 
(S604) 



SAVe TO RAM 
THEN RUN INIT 
METHOD* 
INSIDE INIT 
CONTACT CGI 
SCRIPT AND 

RECEIVE 
CUSTOMIZED 
INFORMATION 
(S607) 



\ 



CLIENT 



RUN STOP METHOD AND 
CALCULATE THE TIME 
DIFFERENCE AND 
TRANSMIT DATA 
<S611) 



r 



CAPTURE CLIENT 
DATA AND SAVE IN 
DATABASE 
(S603A) 
I 



SERVER B 



SET RESPONSE 
HEADER AND 

RETURN 
TRANSPARENT 
IMAGE 
(S603B) 



CGI SCRIPT 1 



CAPTURES CLIENT 
INFORMATION 
(S807A) 



QUERY DATABASE 
TO DETERMINE 
HISTORICAL 
PROFILE 

(S607B) 




RETURN 
CUSTOMIZED 
INFORMATION 

(S607C) 



CGI SCRIPT 3 



CAPTURE 
CLIENT 
DATA 
AND 
SAVE IN 
DATA- 
BASE 
(S611A) 



RETURN 

OF 
STATUS 
(S611B) 



CGI SCRIPT2 



Record Display Form 





Page 1 of 1 



First Hit 

End of Result Set 




L17: Entry 1 of 1 



File: DWPI 



Oct 24, 2000 



DERWENT-ACC-NO: 2001-158052 
DERWENT-WEEK: 2 00350 

COPYRIGHT 2004 DERWENT INFORMATION LTD 
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Basic Abstract Text (2) : 
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on-line subscription service, on-line database service, private networks, public 
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[57] ABSTRACT 

A method of constructing a user knowledge profile, having 
distinct public and private portions with different access 
restrictions, requires assigning a confidence level to content 
within an electronic document. The electronic document is 
associated with a user, such as for example the author of the 
document. The content may be potentially indicative of a 
knowledge base of the user. The content is then stored in 
either the public or private portion of the user knowledge 
profile dependent upon whether the confidence level 
exceeds, or falls below, a predetermined threshold level. The 
public portion of the user knowledge profile is freely acces- 
sible by third parties, whereas the private portion has 
restricted access. 
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TITLE: Method and system for constructing a knowledge profile of a user having 
unrestricted and restricted access portions according to respective levels of 
confidence of content of the portions 

Detailed Description Text (112) : 

FIG. 19 is a flow chart illustrating a method 500, according to one exemplary 
embodiment of the present invention, of managing user authorization to publish, or 
permit access to, a user knowledge profile . The method 500 is executed by the case 
controller 45A that tracks open "cases" and initiates notification to users 
concerning the status of such cases. For the purposes of the present specification, 
the term "case" may be taken to refer to a user authorization process for 
publication of, or access to, a user knowledge profile . The method 500 commences at 
step 502, and then proceeds to step 504, where a match is detected with a private 
portion of a user knowledge profile . At step 504, the case controller 45A then 
opens a case, and notifies the target user at step 506 concerning the "hits" or 
matches between a document (or query) term and a knowledge term in a knowledge user 
profile . This notification may be by way of an e-mail message, or by way of 
publication of information on a Web page accessed by the user. At step 508, the 
case controller 45A determines whether an expiration date, by which the target user 
is required to respond to the hit, has been reached or in fact passed. If the 
expiration date has passed, the case controller 45A closes the case and the method 
500 terminates. Alternatively, a determination is made at decision box 510 as to 
whether the target user has responded to the notification by authorizing 
publication of, or access to, his or her user knowledge profile based on the hit on 
the private portion thereof. If the target user has not authorized such action 
(i.e., declined authorization), an inquiring user (e.g., the author user of an e- 
mail or a user performing a manual database search to locate an expert) is notified 
of the decline at step 512. Alternatively, should the target user have authorized 
publication or access, the inquiring user is similarly notified of the 
authorization at step 514. The notification of the inquiring user at steps 512 or 
514 may be performed by transmitting an e-mail to the inquiring user, or by 
providing a suitable indication on a web page (e.g., a home page or search/query 
web page ) accessed by the inquiring user. At step 516, the appropriate portions of 
the user profile pertaining to the target user are published to the inquiring user, 
or the inquiring user is otherwise permitted access to the user profile . At step 
518, the case controller 45A then closes the case, whereafter the method 
terminates . 
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Detailed Description Text (112) : 

FIG, 19 is a flow chart illustrating a method 500, according to one exemplary 
embodiment of the present invention, of managing user authorization to publish, or 
permit access to, a user knowledge profile . The method 500 is executed by the case 
controller 45A that tracks open "cases" and initiates notification to users 
concerning the status of such cases. For the purposes of the present specification, 
the term "case" may be taken to refer to a user authorization process for 
publication of, or access to, a user knowledge profile . The method 500 commences at 
step 502, and then proceeds to step 504, where a match is detected with a private 
portion of a user knowledge profile . At step 504, the case controller 45A then 
opens a case, and notifies the target user at step 506 concerning the "hits" or 
matches between a document (or query) term and a knowledge term in a knowledge user 
profile . This notification may be by way of an e-mail message, or by way of 
publication of information on a Web page accessed by the user. At step 508, the 
case controller 45A determines whether an expiration date, by which the target user 
is required to respond to the hit, has been reached or in fact passed. If the 
expiration date has passed, the case controller 45A closes the case and the method 
500 terminates. Alternatively, a determination is made at decision box 510 as to 
whether the target user has responded to the notification by authorizing 
publication of, or access to, his or her user knowledge profile based on the hit on 
the private portion thereof. If the target user has not authorized such action 
(i.e., declined authorization), an inquiring user (e.g., the author user of an e- 
mail or a user performing a manual database search to locate an expert) is notified 
of the decline at step 512. Alternatively, should the target user have authorized 
publication or access, the inquiring user is similarly notified of the 
authorization at step 514. The notification of the inquiring user at steps 512 or 
514 may be performed by transmitting an e-mail to the inquiring user, or by 
providing a suitable indication on a web page (e.g., a home page or search/query 
web page ) accessed by the inquiring user. At step 516, the appropriate portions of 
the user profile pertaining to the target user are published to the inquiring user, 
or the inquiring user is otherwise permitted access to the user profile . At step 
518, the case controller 45A then closes the case, whereafter the method 
terminates . 
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[57] ABSTRACT 

A system and method is disclosed for tracking a user across 
both secure and non-secure areas on an Internet and/or 
Intranet site. In one aspect of the system and method, when 
a user first accesses a non-secure area, such as a public area, 
the user is assigned a token, such as a globally-unique 
identifier (GUID). The token is used as a key to a database 
entry on a server computer for tracking the user in non- 
secure areas. When the user first accesses a secure area, the 
user is prompted to enter a user identification and a pass- 
word. The user identification is then used as the key to the 
database entry, rather than the token. The server then uses 
the user identification to track the user across both secure 
and non -secure areas. 

25 Claims, 5 Drawing Sheets 
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TITLE: Tracking a user across both secure and non-secure areas on the Internet, 
wherein the users is initially tracked using a globally unique identifier 



Brief Summary Text ( 8 ) : 

In some situations, users that are accessing sites also desire security so that 
they are not impersonated by other users. For example, many sites are storing 
information relating to a user's browsing characteristics, such as what links the 
user activated, how often the user accesses the site, and how long the user 
remained on a particular web page . Additionally, sites may store customization 
information. For example, a document may be displayed to the user having 
customization options relating to news, sports, entertainment, etc. Based on the 
options the user selects, the document only displays content related to those 
selected options. Moreover, the site retains the user-selected options so that the 
customization information is re-displayed when the user re-accesses the same 
document at a later time. Storing information relating to user activity or storing 
customization information for a user is called 11 tracking " a user. Users want to 
ensure that a site is not tracking an impersonator of the user, thereby providing 
the impersonator with access to the user's private customization options. 
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TITLE: Tracking a user across both secure and non-secure areas on the Internet, 
wherein the users is initially tracked using a globally unique identifier 

Brief Summary Text (8) : 

In some situations, users that are accessing sites also desire security so that 
they are not impersonated by other users. For example, many sites are storing 
information relating to a user's browsing characteristics, such as what links the 
user activated, how often the user accesses the site, and how long the user 
remained on a particular web page . Additionally, sites may store customization 
information. For example, a document may be displayed to the user having 
customization options relating to news, sports, entertainment, etc. Based on the 
options the user selects, the document only displays content related to those 
selected options. Moreover, the site retains the user-selected options so that the 
customization information is re-displayed when the user re-accesses the same 
document at a later time. Storing information relating to user activity or storing 
customization information for a user is called " tracking " a user. Users want to 
ensure that a site is not tracking an impersonator of the user, thereby providing 
the impersonator with access to the user's private customization options. 
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